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Preamble

To meet the challenge of ensuring excellence in engineering education, the issue of quality needs to
be addressed, debated and taken forward in a systematic manner. Accreditation is the principal means
of quality assurance in higher education. The major emphasis of accreditation process is to measure
the outcomes of the program that is being accredited. In line with this Faculty of Science and
Technology (in particular Engineering) of University of Mumbai has taken a lead in incorporating
philosophy of outcome based education in the process of curriculum development.

ined for each course,
nd approach of course to be
d grading system enables

Faculty resolved that course objectives and course outcomes are to be ¢
so that all faculty members in affiliated institutes understand the de
taught, which will enhance learner’s learning process. Choice bas

knowledge across various domains of the
terms of direct contact hours. In this regard,

engineering in secog i which will definitely facilitate self learning of
students. The ovefa i mproposed in the present revision is in line with

econd Year of Engineering from the academic year
arried forward for Third Year and Final Year Engineering in the

Dr. S. K. Ukarande Dr Anuradha Muzumdar

Associate Dean Dean

Faculty of Science and Technology Faculty of Science and Technology
University of Mumbai University of Mumbai



Incorporation and Implementation of Online Contents

from NPTEL/ Swayam Platform

The curriculum revision is mainly focused on knowledge component, skill based activities and
project based activities. Self-learning opportunities are provided to learners. In the revision process
this time in particular Revised syllabus of ‘C* scheme wherever possiblggadditional resource links
of platforms such as NPTEL, Swayam are appropriately provid earlier revision of
curriculum in the year 2012 and 2016 in Revised scheme ‘A’ ' respectively, efforts were
made to use online contents more appropriately as additi materials to enhance
learning of students.

In the current revision based on the recommendatio overall credits
are reduced to 171, to provide opportunity of self getting
sufficient time for self-learning either through online enhancing
their knowledge and skill sets.

The Principals/ HoD’s/ Faculties of all thieyi motivate and encourage learners
to use additional online resources availak )
be advised to take up online courses, 0
certification for the same. This will definit8 nglea actlitate their enhanced learning
based on their interest.

Dr Anuradha Muzumdar

Dean

Faculty of Science and Technology
University of Mumbai



Board of Studies in Informat®
Deven Shah (Chairman)
Lata Ragha (Member)
Vaishali D. Khairnar (Member)
Sharvari Govilkar (Member)
Sunil B. Wankhade (Member)
Anil Kale (Member)

Vaibhav Narwade (Member)
GV Choudhary (Member)

Dr.
Dr.
Dr.
Dr.
Dr.
Dr.
Dr.
Dr.

Preface by Board of Studies Team

It is our honor and a privilege to present the Rev-2019 ‘C’ scheme syllabus of the Bachelor of Engineering
in the Internet of Thing - loT(effective from the year 2021-22). AICTE has introduced IoT as one of the
nine emerging technology and hence many colleges affiliated with the University of Mumbai has started
four years UG program for 10T. As part of the policy decision from the University end, the Board of IT
got an opportunity to work on designing the syllabus for this new bra As the Internet of Things is

comparatively a young branch among other emerging engineerin nes in the University of
Mumbai, and hence while designing the syllabus promotion of rdisciplinary approach has been
considered.

The branch also provides multi-faceted scope like better tion of entrepreneurship
culture among students and increased Industry Institut: ws are considered as
stakeholders while the design of the syllabus. As pe duates are directly
employable. One of the reasons is a syllabus that nologies. Our
team of faculties has tried to include all the latest emer s in the Interngt’of Thing syllabus
Also the first time we are giving skill-based labs and Ject to students from the third semester

onwards, which will help students to wq Thing technologies. Also the first time
we are giving the choice of elective fro
Internet of Thing domain. The syllabus iS reputed industries and as per

hing technology and research

Technology - Team

Ad-hoc Board Information Technology
University of Mumbai



Curriculum Equivalence

TE-Internet of Thing, TE-Cyber Security and TE-Computer Science and Engineering (Internet of Thing and Cyber Security

including Blockchain) Sem-V all subjects are equivalent to TE-Computer Engineering Sem-V subjects.

Sr. | Sem | Name of Subject Equivalence Equivalence  Subject | Branch

No. Subject Code

1 VI IoT Architecture and | loT Architecture | loTC601 TE-Internet of Thing, TE-
Protocols and Protocols Computer  Science  and

Engineering(nternet of Thing
nd Cyber Security including
ockchain)

IoTCSBCC602

2 VI IoT Architecture and | 1oT Architecture | loTL601
Protocols Lab and Protocols Lab

TE-Internet of Thing, TE-
Computer  Science  and
ngineering(nternet of Thing

3 VI Web X.0 Web X.0 t of Thing, TE-

urity, TE-
Science  and
Engineering(nternet of Thing
and Cyber Security including
Blockchain)

IoTCSB

Web Lab

4 VI Web Lab

10TL604 TE-Internet of Thing, TE-
Cyber Security, TE-
Computer  Science  and
Engineering(nternet of Thing
and Cyber Security including

IoTCSBCLE Blockchain)

5 Vi Enterprise
Design

0TDLO6011 TE-Internet of Thing, TE-
Cyber Security, TE-
Computer  Science  and
Engineering(nternet of Thing
and Cyber Security including

ork Design

loTCSBCDLO6011 Blockchain)
6 VI Blockchain ckchai loTDLO6012 TE-Internet of Thing, TE-
Lechnology Cyber Security, TE-
CSDL06012 Computer  Science  and
Engineering(nternet of Thing
loTCSBCC603 and Cyber Security including
Blockchain)
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Program Structure for Third Year Internet of Thing

Semester V & VI
UNIVERSITY OF MUMBAI

(With Effect from 2022-2023)

Semester VI

Teaching Scheme

Course Course Name (Contact Hours)
Code

Credits Assigned

Pract.
Theory Tut. Th Pract. Total

loTC601 loT Architecture and 3 B _ 3

Protocols
10TC602 RFID and Microcontrollers 3 B 3
10TC603 Wireless Sensor 3 - 3

Technologies
loTC604 Web X.0 3 3

10T Architecture and
Protocols Lab

loTL601

10TL602 RFID and Microcontrollers
1 1
Lab
10TL603 Wireless Sensor 1 1
Technologies Lab
loTL604 Web Lab -- 1 1
loTL605 Embedded Mobile 4 B 5 5
Application Development
Lab (SBL)
loTM601 Mini Project : 4% -- 2 2
16 15 08 23
Examination Scheme
Term | Pract.
Theory Work | &oral Total
End
Sem Exam.
Internal Assessment Exa Duration
(in Hrs)
m
Test Test
1 2 Avg
1oTC601 loT Architecture and
Protocols 20 20 20 80 3 - - 100
10TC602 RFID and Microcontrollers 20 20 20 | 80 3 B B 100
10TC603 Wireless Sensor 20 20 20 80 3 - - 100
Technologies
loTC604 Web X.0 20 20 20 80 3 - - 100

loTL601 loT Architecture and
Protocols Lab




loTL602 SFID and Microcontrollers B B 3 B 3 25 3 o5
ab
loTL603 Wireless Sensor - - - - -- 25 - 25
Technologies Lab
loTL604 Web Lab 25 25 50
loTL605 Embedded Mobile
Application Development N - - - - 50 25 &
Lab (SBL)
loTM601 Mini Project :2B IoT & - - - | - - 25 25 50
Mobile App Based.
Total - - 100 | 400 -- 175 100 775
$ indicates work load of Learner (Not Faculty), for Mini-Project. Stude form groups with minimum

A
loTDLO601X Department Optional Course — 2
loTDLO6011 Enterprise Network Design
loTDLO6012 Blockchain Technology
loTDLO6013 Interfacing Programming with loT Gateway & Middleware Technologies
IoTDLO6014 Cloud Computing & Services




Course Code Course Theory | Practical | Tutorial Tutorial | Total
Name
loTC601 loT 03 -- -- 03
Architecture
and Protocols
Course Course Name
Code
Theory Marks
Internal assess Oral Total
Test Test 2
1
10TC601 loT
Architecture
and Protoco - - - 100

Course Objectives

1 | istics and Conceptual Framework.

To correlate the conn@@tion of smart objects and 10T access technologies.

To explore network layer and application layer protocols for I0T.

OB WIN

To explore loT security aspect.

Course Outcomes:

Sr. No. Course Outcomes

Cognitive levels of
attainment as per
Bloom’s Taxonomy

On successful completion, of course, learner/student will be able to:

1 Describe the 10T Characteristics and Conceptual Framework. L1,L2
2 Differentiate between the levels of the 10T architectures. L1,L2
3 Interpret sensor network and its components. L1,L2




4 Analyze the 10T access technologies. L1,L2,L3,L4
5 Illustrate various protocols at network layer and application layer for loT. L1,L2,L3
6 Analyze and evaluate security issues in 10T and risk analysis structure. L1,L2,L3,L4

Prerequisite:

1. Python programming
2. C programing language
3. Computer Networks

DETAILED SYLLABUS:

Sr.

No.

Module

Detailed Content

Hours

CO
Mappin

Prerequisite

ports, Timers ,Programming of controller , How to use IDE to write
code of microcontroller, TCP-IP protocol stack

Introduction to
loT

1.1 Introduction to loT- Defining 10T, Characteristics of 10T,
Conceptual Framework of 10T, Physical design of loT, Logical
design of 10T, Functional blocks of loT, Communication models &
APls, Basics of networking Communication protocol, wireless
sensor networks. A, N
1.2 Convergence of ITand OT, 1oT Challenges, loT protocol vs Web
Protocol stack v
Self-leaimg,T opics: Hardware and software development tools
for - Arduino, NodeMCU, ESP32, Raspberry Pi pico

Co1

loT Network
Architecture
and Design

2.1 Drivers Behind New Network Architectures
#Scale,Security,Constrained Devices and Networks ,Data,Legacy
Device Support

2.2 Architecture : The loT World Forum (loTWF) Standardized
Architecture :Layer 1-7, IT and OT Responsibilities in the loT
Reference Model, Additional loT Reference Models, A Simplified
IoT Architecture, The Core loT Functional Stack ::Layer 1-3 ,
Analytics Versus Control Applications , Data Versus Network
Analytics Data Analytics Versus Business Benefits , Smart Services,
2.3 loT Data Management and Compute Stack :Fog Computing
, Edge CoWuting , The Hierarchy of Edge, Fog, and Cloud

06

CO2

Smart Objects
loT

3.1 Sensors, Actuators, and Smart Objects, Sensors, Actuators,
3.2 Micro-Electro-Mechanical Systems (MEMS) Smart Objects:
A Definition , Trends in Smart Objects,

3.3 Sensor Networks , Wireless Sensor Networks (WSNs) ,
Communication Protocols for WSN,RFID ,NFC

Self-learning Topics: RFID in Libraries

04

COo3

Connecting
Smart Objects

4.1 Communications Criteria : Range , Frequency Bands , Power
Consumption , Topology , Constrained Devices , Constrained-Node
Networks , Data Rate and Throughput , Latency and Determinism ,
Overhead and Payload ,

4.2 10T Access Technologies :

08

CO4




Standardization and Alliances , Physical Layer , MAC Layer |,
Topology ,Security and Conclusion of

IEEE 802.15.4, IEEE 802.15.4g and 802.15.4¢ ,IEEE 1901.2a ,IEEE
802.11ah , LoRaWAN, and NB-IoT and Other LTE Variations, LTE
Cat 0, LTE-M, NB-loT

Self-learning Topics: case studies

\YJ loT Network 5.1 The Business Case for IP , The Key Advantages of Internet 08 CO5
Layer and Protocol ,Adoption or Adaptation of the Internet Protocol ,The Need
Application for Optimization ,Constrained Nodes , Constrained Networks IP
protocols Versions , Optimizing IP for loT ,

5.2 From 6LoWPAN to 6Lo, Header Compression, Fragmentation ,
Mesh Addressing ,Mesh-Under Versus Mesh-Over Routing , 6Lo
Working Group , 6TiSCH , RPL , Objective Function Rank, RPL
Headers ,Metrics , Authentication and Encryption on Constrained
Nodes, ACE , DICE, Profiles and Compliances, Internet Protocol for
Smart Objects Alliance ,Wi-SUN Alliance, Thread, IPv6 Ready
Logo 4 W

5.3 The Transport Layer , loT Application Transport
Methods,Generic Web-Based Protocols , 7 &, ~

5.4 10T Application Layer Protocols , COAP, MQTT, AMQP
Self-learning Topics: case studies 4l N

VI | Securing loT 6.1 A Brief History of OT Security Common Challenges in OT
Security : Erosion of Network Architecture,Pervasive Legacy
Systems, Insecure Operational Protocols like Modbus, DNP3 ,ICCP
,OPC, (IEC) Protocols,Device Insecurity

6.2 Security Knowledge: IT and OT Security Practices and Systems
Vary, The Purdue Model for Control Hierarchy, OT Network
Characteristics Impacting Security, Security Priorities: CIA, Security
Focus

6.3 Formal Risk Analysis Structures: OCTAVE and FAIR,
FAIRThe Phased Application of Security in an Operational
Environment , Secured Network Infrastructure and Assets,
Deploying Dedicated Security Appliances, Higher-Order Policy
Convergence and Network Monitoringg”

OWASP loT Top 10 attacks ,X.509, SSL &

CO6

Text Books:

1. Arsheep Bahga (Author), Vijay Madisetti, Internet Of Things: A Hands-On Approach Paperback, Universities Press,

\. 4

Reprint 20200
2. David Hanes, Gonzalo Salgueiro, Patrick Grossetete, Robert Barton, Jerome Henry, 10T Fundamentals Networking

Technologies, Protocols, and Use Cases for the Internet of Things CISCO.

References:

1. Pethuru Raj, Anupama C. Raman, The Internet of Things: Enabling Technologies, Platforms, and Use Cases by , CRC
Press.

. Raj Kamal, Internet of Things, Architecture and Design Principles, McGraw Hill Education, Reprint 2018.

3. Perry Lea, Internet of Things for Architects: Architecting loT solutions by implementing sensors, communication
infrastructure, edge computing, analytics, and security, Packt Publications, Reprint 2018.

. Amita Kapoor, “Hands on Artificial intelligence for IoT”, 1st Edition, Packt Publishing, 2019.

. Sheng-Lung Peng, Souvik Pal, Lianfen Huang Editors: Principles of Internet of Things (loT)Ecosystem:Insight
Paradigm, Springer

N

[Sa RN

Online References:

1. https://owasp.org/www-project-internet-of-things/
2. NPTEL: Sudip Misra, IIT Khargpur, Introduction to loT: Part-1, https://nptel.ac.in/courses/106/105/106105166/



https://www.amazon.in/s/ref=dp_byline_sr_book_1?ie=UTF8&field-author=Arsheep+Bahga&search-alias=stripbooks
https://www.amazon.in/s/ref=dp_byline_sr_book_2?ie=UTF8&field-author=Vijay+Madisetti&search-alias=stripbooks
https://www.amazon.in/s/ref=dp_byline_sr_book_1?ie=UTF8&field-author=Pethuru+Raj&search-alias=stripbooks
https://www.amazon.in/s/ref=dp_byline_sr_book_2?ie=UTF8&field-author=Anupama+C.+Raman&search-alias=stripbooks
https://owasp.org/www-project-internet-of-things/

3. NPTEL: Prof. Prabhakar, 11Sc Bangalore, Design for Internet of Things,
https://onlinecourses.nptel.ac.in/noc21 ee85/preview

Assessment:
Internal Assessment (1A) for 20 marks:

e 1A will consist of Two Compulsory Internal Assessment Tests. Approximately 40% to 50% of
syllabus content must be covered in First A Test and remaining 40% to 50% of syllabus content

must be covered in Second IA Test

» Question paper format

e Question Paper will comprise of a total of six questions each car,
compulsory and should cover maximum contents of the syll

¢ Remaining questions will be mixed in nature (part (a)
from different modules. For example, if Q.2 has part (
from any other Module randomly selected from all

e Atotal of four questions need to be answered

ing 20 marksQ.1 will be

(b) of each question must be

Course Code Course Theory | Practical Practical utorial | Total
Name /Oral
10TC602 RFID and 03 -- -- 03
Microcontroll
ers
Course Course Name tion Scheme
Code
Term Practical | Oral Total
Sem Work
Avg. of '
2 Tests Exam
10TC602
20 20 80 -- -- -- 100

Course Objectives:

Sr.No. | Course Objectives
The course aims:
1 To learn Basic knowledge of radio frequency identification technology.
2 To Learn and analyze technical problems related to RFID technology.
3 To conceptualize the basics of organizational and architectural issues of a Microcontroller.
4 To learn programming techniques used in Microcontrollers.
5 To emphasis on design of interfacing techniques of Microcontroller.
6 To understand the fundamentals of real time communication protocols.

Course Outcomes:



https://onlinecourses.nptel.ac.in/noc21_ee85/preview

Sr. No.

Course Outcomes

Cognitive levels of attainment as
per Bloom’s Taxonomy

On successful completion, of course, learner/student will be able to:

1 Demonstrate the concepts of RFID systems, the operation of L1, L2
each component of the RFID system.

2. Analyze the different RFID technology. L3

3. Describe the architecture of 8051 microcontroller. L1,L2

4, Implement assembly language programming for 8051 L1,L2
microcontroller.

5. Analyze and design interfacing of peripheral devices with 8051
microcontroller.

6. Examine different communication protocols required in

embedded devices.

Prerequisite: Digital Logic & Computer Architecture, Micropr

DETAILED SYLLABUS:




Sr. Module Detailed Content Hours CcoO
No. Mapping
0 Prerequisite Fundamentals of Computer Architecture and 02
Microprocessor
I RFID Technology 05 Co1
Principle of RFID, components of RFID system: RFID
tag, Reader, RFID architecture, RFID issues.
Self-learning Topics: RFID middleware, concepts and
technology: RFID, transponder.
I RFID Applications Introduction, RFID applications: logistics and supp 08 Cco2
chain, production, monitoring and maintenance,
product safety, quality and information, acce
Il | The Microcontroller | Introduction to 8051 06 Cos3
Architecture
v 08 CO4
V | Microcontroller 05 CO5
Applications ay, LCD Interfacing, ADC Interfacing, DC motor
Self-learning Topics: NAND flash, NOR flash,
eMMC, PMIC (Power Management IC), RAM
Configuration.
VI | Communication UART, I2C, SPI, RS232, RS485 Protocol, CAN Bus 05 CO6

Protocols and
Interfaces

Interface, Capacitive Touch.

Self-learning Topics: Modbus, Multi master 12C, and
Daisy Chaining of SPI.




Text Books:

1. Internet of Things connecting objects to the web, by Hakima Chaouchi, Wiley.

2. M. A. Mazidi, J. G. Mazidi and R. D. Mckinlay, “The 8051 Microcontroller & Embedded systems”, Pearson
Publications, Second Edition 2006.

3. C. Kenneth J. Ayala and D. V. Gadre, “The 8051 Microcontroller & Embedded system using assembly & ‘C’ 7,
Cengage Learning, Edition 2010.

References:

1. RFID and the Internet of Things, by Herve Chabanne, Wiley.
2. Embedded system design A Unified hardware/software Introduction, Frank Va
3. Embedded System Architecture, Programming and Design, Raj Kamal, Mc

Tony Givargis, Wiely.

Online References:

Sr. No. Website Name

1. https://www.nptel.ac.in
2. https://swayam.gov.in
3. https://www.coursera!

Assessment:


https://swayam.gov.in/
https://www.coursera.org/

Course Code | Course Name | Theory Practical | Tutorial | Theory | Practical/ | Tutorial | Total
Oral
1oTC603 Wireless 03 - -- 03 02 - 03
Sensor
Technologies
Course Code | Course Name Examination Scheme
Theory Marks
Internal assessmen';‘ f Total
Testl | Test2 V9. 9
Tests
loTC603 Wireless
Sensor 20 20 20 100
Technologies

Course Objectives:

Sr. No.

The course aims:

1

To understand the i networks and its application in real time
scenarios.

OO BlwWN

Course Outcomes:

Sr. No.

Course Outcomes Cognitive levels of
attainment as per
Bloom’s Taxonomy

On successful completion, of course, learner/student will be able to:

1 Explain the fundamentals of wireless sensor networks and its application | L1,L.2
in real time scenarios.

2 Describe and demonstrate wireless sensor technology and wireless L1,L2
transmission technology.

3 Explain the concept and design issues of MAC protocols. L1,L2

4 Explain and analyse routing protocols and Transport control protocol for | L1,L2,L3,L4
wireless sensor network.

5 Explain the middleware and able to distinguish various operating system L1,L2,L3
for wireless sensor network.

6 Compare and analyse the issues pertaining to sensor networks and the L1,L2,L3,L4




| performance modelling involved in managing a sensor network. |

Prerequisite: Fundamentals of Wireless Communication Technology, Multiple Access Techniques , Wireless LAN, PAN,
MAN, WAN.

DETAILED SYLLABUS:

Sr. Module Detailed Content (6{0)
No. Mapping
0 Prerequisite Fundamentals of Wireless Communication Te
Multiple Access Techniques , Wireless LAN,
MAN, WAN.
I Introduction to Background or Wireless Sensor Ne
Wireless Sensor Network Architecture, challeng
Network sensor network, Issues in sensor net

and issues in design of sensor network.

I Basics of 06 COo2
Wireless Sensor
Technology and
Wireless
Transmission

Technology

MAC Protocols design goals, MAC 06 Cos3

Il of MAC protocols,

v Routing Protoco
and Transport
Control protocol

,challenges, design issues , classification of | 08 CO4
Jrotocols, routing strategies in Wireless sensor
, Transport Control protocol, performance of
sport control protocol, its design issues.

Self Learning: Network Management for Wireless
Sensor Network

Middleware and Introduction, Principles, Architecture, Comparison of 07 CO5
V OS for Wireless existing middleware. Introduction to types of OS for
Sensor Network Wireless Sensor Network, types of OS, design issues.

Self Learning: Recent OSs for Wireless Sensor
Network




VI Performance and Introduction, WSN design issues, Performance 04 CO6
Traffic modelling of WSN, Case study.
management in Self Learning: Design and find performance measures
WSN of any case study.
Text Books:

1.Fundamentals of Sensor Network Programming: Applications and Technology, S.
Sitharama lyengar, Nandan Parameshwaran, Vir V. Phoha, N. Balakrishnan, Chuka D. Okoye, Wiley Publications.
2. ContikiCooja User Guide.

3. Sensor Technology Handbook, Jon S.Wilson
4. Wireless Sensor Networks-Technology, Protocols and Applications, KazemSo

Minoli and TaiebZnati, Wiley Publications.
5. Sensor Technologies, Healthcare , Wellness and Environmental Applicati

Scanaill
6. Building Wireless Sensor Networks, Robert Faludi, O’Reilly Publiéations:
7. C. Siva Ram Murthy, and B. S. Manoj, "AdHoc Wireless netw@fks ", Pearson Education.

McGrath and Cliodhna Ni

Reference Books:

1. Internet of Things (A Hands-on-Approach) , Vija

2. A comparative review of wireless sensor network

3.Adhoc& Sensor Networks Theory and Applications
Scientific,2nd Edition.

4. Feng Zhao and Leonides Guibas, "Wireless sensor ne : icatioh - 2004.

5. William Stallings, "Wireless Communications and Netwe C gation — 2004

Madisetti , Arshdee

Online Resources:

1. https://nptel.ac.in
2. https://www.intechopen.com/

ompulsory Internal Assessment Tests. Approximately 40% to 50% of
e covered in First 1A Test and remaining 40% to 50% of syllabus content

e Question Paper will comprise of a total of six questions each carrying 20 marksQ.1 will be
compulsory and should cover maximum contents of the syllabus

e Remaining questions will be mixed in nature (part (a) and part (b) of each question must be
from different modules. For example, if Q.2 has part (a) from Module 3 then part (b) must be
from any other Module randomly selected from all the modules)

e Actotal of four questions need to be answered.


https://nptel.ac.in/
https://www.intechopen.com/
https://www.youtube.com/

Course Objecti

Course Code Course Theory Total
Name
loTC604 WEB X.0 03 03
Course Code | Course
Name
Practical | Oral Total
1oTC604 WEB X.0,
-- -- 100

Course Objectives

1 on of web technology.

2 To learn Typ and how to use it in web applications.

3 To learn the fund lode.js

4 To make Node.js appliatidns using the express framework.

5 To enable the use of AngularJS to create web applications that depend on the Model-View-Controller
Architecture.

6 To gain expertise in a leading document-oriented NoSQL database, designed for speed, scalability, and

developer agility using MongoDB.

Course Outcomes:

Sr. No.

Course Outcomes

Cognitive levels of
attainment as per
Bloom’s Taxonomy

On successful completion, of course, learner/student will be able to:

1

Understand the basic concepts related to web analytics and semantic web.

L1,L2

2

Understand how TypeScript can help you eliminate bugs in your code and enable

L1,L2




you to scale your code.
3 Develop back-end applications using Node.js. L1,L2,L3
4 Construct web based Node.js applications using Express. L1,L2,L3
5 Understand AngularJs framework and build dynamic, responsive single-page L1,L2,L3
web applications.
6 Apply MongoDB for frontend and backend connectivity using REST API. L1,L2,L3
Prerequisite: HTML5, CSS3, JavaScript.
DETAILED SYLLABUS:
Sr. Module Detailed Content Hours CcoO
No. Mapping
0 Prerequisite Introduction to HTMLJ5,CSS3,

Basics of JavaScript

Introduction to
WebX.0

Evolution of WebX.0; Web
Analytics 2.0: Introduction to Web
Analytics, Web Analytics 2.0,

Clickstream Analysis, Strategy,
choose your web analytics t
Measuring the success of &wi
Web3.0 and Semantic Web:
Characteristics of Semantic Web,
Components of Semantic Web,

SPARQL
Self-learning Topics:

TypeScript

06

CO2

ifoducing the Node.js-to-Angular
ack (MEAN Stack), Environment
setup for Node.js , First app,
Asynchronous programming, Callback
concept, Event loops, REPL, NPM,
Event emitter, Buffers, Streams,
Networking module, File system, Web
module.

Self-learning Topics: Node.js with
MongoDB.

07

COos3




Express

Introduction to Express ,Installing
Express,Creating First Express
application, The application, request,
and response objects,Configuring
Routes,Understanding
Middleware,cookies, Session,
Authentication

Self-learning Topics: ExpressJs
Templates

06

CO4

Introduction to
AngularJS

Overview of AngularJS, Need of
AngularJS in real websites, AngularJS
modules, AngularJS built-in directives,
AngularJS custom directives,
AngularJS expressions,AngularJS Data
Binding, AngularJsS filters, AngularJS
controllers, AngularJS scope,
AngularJS dependency injection,
AngularJS Services, Form Vali
Routing.
Self-learning Topics: MVC mo
DOM model.

VI

MongoDB and
Building REST API
using MongoDB

MongoDB: Unders
MongoDB Data Types
User Accounts, Config
Control, Adding the M@
to Node.js, Connecting

i ode.js Acce

from

bngoDB
pese  for St

amining the rules of
ing API patterns,

Update, Delete), Using
and Mongoose to interact with
B, Testing API endpoints.

earning Topics: MongoDB vs
Databases

CO6

Text & Reference Books:

1.Boris Cherny, “Programming TypeScript- Making Your Javascript Application Scale”, O’Reilly Media Inc.

2. Amos Q. Haviv, “MEAN Web Development” , PACKT Publishing

3.Brad Dayley, Brendan Dayley, Caleb Dayley, “Node.js, MongoDB and Angular Web Development: The definitive guide

to using the MEAN stack to build web applications”, 2nd Edition, Addison-Wesley Professional
5. Adam Bretz and Colin J. Thrig, “Full Stack JavaScript Development with MEAN”, SitePoint.

4. Dr. Deven Shah, “Advanced Internet Programming”, StarEdu Solutions.

References:

1. Simon Holmes Clive Harber, “Getting MEAN with Mongo, Express, Angular, and Node”, Manning Publications.

2. Yakov Fain and Anton Moiseev, “TypeScript Quickly”, Manning Publications.




Online References:

1.https://www.coursera.org
2. https://udemy.com
3. https://www.tutorialspoint.com/meanjs/meanjs overview.htm

Assessment:
Internal Assessment (1A) for 20 marks:
¢ 1A will consist of Two Compulsory Internal Assessment Tests. Approximately 40% to 50% of
syllabus content must be covered in First A Test and remaining 40% to 50% of syllabus content
must be covered in Second |A Test

» Question paper format

e Question Paper will comprise of a total of six questions e rying 20 marksQ.1 will be

e Remaining questions will be mixed in nature (p ach question must be
from different modules. For example, if Q.2 ha part (b) must be

o Atotal of four questions need to be answere

Credits Assigned
Course £ode : Practical | Tutorial | Theory | Practical | Tutorial | Total
/ Oral
loTL601 2 -- -- 1 -- 01
Architecture
Course Course Name Examination Scheme
Code
Theory Marks
Internal assessment Term Practical/
End Work Total
Avg. Sem. or Oral
Testl | Test2 of 2 Exam
Tests



https://www.coursera.org/
https://udemy.com/
https://www.tutorialspoint.com/meanjs/meanjs_overview.htm

loTL601 loT Architecture
and Protocols - - - - 25 25 50
Lab
Lab Objectives:
Sr.No. | Lab Obijectives
The Lab aims:
1 To Understand the definition and significance of the Internet of Things.
2 To Discuss the architecture, operation, and business benefits of an loT solution.
3 To Examine the potential business opportunities that 10T can uncover.
4 To Explore the relationship between 10T, cloud computing, and Data Anal
5 To Identify how loT differs from traditional data collection systems.
6 To Explore the interconnection and integration of the physical worl be able to design & develop I0OT
applications.
Lab Outcomes:
Sr. No. Course Outcomes itive levels of
att as per

Bloo Taxonomy

On successful completion, of course, learner/student will be able to:

1 Adapt different techniques for data acquisition using va L1,L2,L3
for different applications.

2 Demonstrate the working of actuato L1,L2,L3

3 Use different loT simulators and corre i L1,L2,L3

4 Adapt different techniques for Integrati L1,L2,L3

Clouds.

5 Execute data analysi ment of loT | L1,L2,L3,L4
applications.

6 Implement 1o

[0, realize the revolution of L1,L2,L3,L4

Prerequisite:
1. Python prg
2. Cprog

3. Com

Hardware &

Hardware Requireme

PC i3 processor and above!
Arduino using Wifi/Raspberry

Software requirement:

Contiki, Cooja or any other simulator. AWS/Azure
services. Internet Connection

DETAILED SYLLABUS:

Sr. Module Detailed Content Hours LO
No. Mapping
0 Prerequisite Experimentation with Microprocessor and 02
Microcontroller , Experimentation with python and ¢
| Arduino 05 LO1, LO2
Introduction to Arduino, Hardware requirements,
Software requirements, Arduino Programming Language,




Arduino Uno Wired & Wireless connectivity, LCD
commands, Serial Communication commands. Program
for blinking LED using Arduino. Traffic Light pattern
using Arduino. ESP8266 WiFi Module

I Raspberry Pi

Introduction to Raspberry Pi, Installation of NOOBS and
Raspbian on SD card, Libraries on Raspberry Pi, getting
static IP address of Raspberry Pi, Interfacing of Relay,
DHT11, DC Motor and LCD with Raspberry Pi.

05

LO1,LO2

Il | Contiki OS

Contiki OS : History of Contiki OS,Applications,
Features, ,Communication Components in Contiki OS,
Cooja simulator ,Running Cooja Simulator,

05

LO3

IV | Cooja Simulator

Using the Contiki OS with the Cooja simulator to pro
the l1oT for broadcasting data from sensors

Vv Protocols and
Security with Cooja

03

LO5,LO6

Understanding of 6LowPAN , COAP and pr,
implementation in Cooja . Encryption De
technigues for loT

03

LO5,LO6

VI loT data to Cloud

Installing the Remote desktop
camera, Face recognition, seri
Raspberry Pi. . DHT11 d
thingsboard/ AWS/ Azure server .

LOA4,L06

Text & Reference Books:

1. Jake VanderPlas,” Python Data Science Handbook”,
2. Joakim Verona,” Practical DevOps”, PACKT publishi
3. Honbo Zhou,” The internet of thing
4. Perry Lea,” Internet of things

Online References:

IR

List of Experiments.

1. To study and implemen

2. To study and implement interfacing of actuators based on the data collected using 10T sensors. (like led switch

ON/OFF, stepper motor)

3. To study and demonstrate Contiki OS for RPL (like Create 2 border router and 10 REST clients, Access border

router from other network (Simulator))

4. To study and demonstrate working of 6LoWPAN in Contiki OS (simulator)

5. Write a program on Raspberry Pi to push and retrieve the data from cloud

thingspeak/thingsboard/AWS/ Azure etc

he cloud”, CRC pigss ancis group

terfacing of different IoT sensors with Raspberry Pi pico/Arduino/ModeMCU.

like




6. To study and implement loT Data processing using Pandas.

7. Write a program on Arduino / Raspberry Pi subscribe to MQTT broker for temperature data and print
it

8. Write a program to create TCP Server on Arduino/Raspberry Pi and respond with humidity data to
TCP client when Requested

9. Write a program for ESP8266 DHT11/DHT22 Temperature and Humidity Web Server with Arduino
IDE

10. Write a program to Control Your ESP8266 From Anywhere in the World

11. Write a program for Arduino / Raspberry Pi Publishing MQTT Messages to 8

12 Write a program to collect data from sensor encrypt data send it to re
Ardino/Raspberry Pi/ Contiki OS (simulator)

er) and decrypt is at receiving end

Term Work: Term Work shall consist of at least 10 practic ased on the above list Term work Journal

must include at least 2 assignments.

Term Work Marks: 25 Marks (Total marks) = 15 Marks (Ex
(Attendance)

arks (Assignments) + 5 Marks

Oral Exam: An Oral exam will be held based bove syllabus

Teaching Scheme

(Contact Hours) Credits Assigned

Course Code Course Name Theory | Practical | Tutorial | Theory | Practical | Tutorial | Total
& Oral
10TL602 RFID and - 02 - - 01 -- 01

Microcontrollers
Lab




Course Code

Course Name

Examination Scheme

Theory Marks

Internal assessment

Test Avg. of
1 Test2 2 Tests

Term
Work

Practical /

Oral

Total

loTL602

RFID and
Microcontrollers
Lab

Lab Objectives:

Sr.No. |

The Lab aims:

1

2

3

4

5

6

Lab Outcomes:

Sr. No.

Cognitive levels of attainment as
per Bloom’s Taxonomy

1 L1, L2

2 L1,L2, L3

3 L1, L2, L3

4 L1, L2,L3

5 Design interfacing L6
Microcontroller.

6 Demonstrate the sigfiificant features of the MSP430F L1,L2

LaunchPad development Kit.

Prerequisite: Microprocessor

Hardware & Software Requirements:




Hardware Requirement:
Arduino Uno, Raspberry Pi, MSP430F, NodeMCU | Software requirement:

Arduino software ( IDE), Python, C, Code
Composer Studio

DETAIL SYLLABUS:




Sr. Module Detailed Content Hours LO

No. Mapping
I Developing 1. RFID based Attendance System. 04 LO1
Application with
REID 1. RFID based Car Parking System.
2. RFID based library Management System.
(any One)
1 Arithmetic and 1. Program to add hex numbers in 8051 Assembly 04 LO2
Logical Instructions language.
of 8051 2. Program to perform the logical operations in

Microcontroller 8051 Assembly language.

Il | Loop Instructions of 1. Program to find even & odd numbers 06 LO3

8051 given list of numbers in 8051

Microcontroller language. _ .

2. Program to find maximum & mini
from a given list of numbers i
language.

3. Program to generate N
series in 8051 Assem

IV | Serial Port and 1. Implementation of Serial LO4
Timer/Counter using 8051 serial ports.
Programming of
8051
Microcontroller
V Interfacing with 05 LO5
8051
Microcontroller
VI o study microcontroller MSP430F with 05 LO6
LaunchPad apacitive touch booster
development k To study the MSP430F instruction set: data
transfer instructions, arithmetic instructions,
logic instructions, and the program control
instructions.
3. Program to blink the onboard, RED LED and
GREEN LED together using GPIO.
(any two)
Text Books:

1. Anand Tamboli ,“Build Your Own IoT Platform”, 1st Edition, Apress, 2019.
2. M. A. Mazidi, J. G. Mazidi, R. D., McKinlay ,”The 8051 microcontroller & Embedded systems Using Assembly and C”,
Pearson, 3rd edition.



3. The 8051 and MSP430 Microcontrollers: Architecture, Programming and Applications, Andhe Pallavi K., Uma Rao,
Kindle Edition.

References:

1. Rajesh Singh, Anita Gehlot, Lovi Raj Gupta, Bhupendra Singh, Mahendra Swain, Internet of things With Raspberry
Pi and Arduino, Boca Raton: CRC Press, Taylor & Francis Group,2020.
2. User’s Guide for MSP430FR2433 LaunchPad Development Kit.

Online Reference:

Sr. No. Website Name

1. https://www.nptel.ac.in

2. https://swayam.gov.in

3. https://www.coursera.org/

Term Work: Term Work shall consist of at least 10 to 12 pr the above lisg"Also Term work

Journal must include at least 2 assignments.

Term Work Marks: 25 Marks (Total marks) =
(Attendance)

Marks (Assignments) + 5 Marks

Oral Exam: An Oral exam will be held based on t


https://www.amazon.in/s/ref=dp_byline_sr_ebooks_1?ie=UTF8&field-author=Andhe+Pallavi+K.+Uma+Rao&text=Andhe+Pallavi+K.+Uma+Rao&sort=relevancerank&search-alias=digital-text
https://swayam.gov.in/
https://www.coursera.org/

Teaching Credit Total
Scheme Assigned
Contact
Hours
Course Code Course Name | Theory Practical Theory Practical
loTL603 Wireless - 02 - 01 01
Sensor
Technologies
Lab
ggggse Course Name Examination Scheme
Theory Marks
Internal assessment
Avg. of 2 Total
Testl | Test2 '
Tests
I0TL603 Wireless
Sensor
Technologies | - - 50
Lab
Lab Objectives:
Sr No | Lab Objectives
The Lab experiments aims:
1 Learn various communig and sensors.
2 Design the problem

technologies.

3 Study the basic concep
4 Design and imple on for project based earning.
5 ,
6
Lab Out
Sr. Cognitive Levels of
No. Attainment as per
Bloom’s Taxanomy
On successful co course, learner/student will be able to:
1 Differentiate betweenivarious wireless communication technologies L1,L2
based on the range of communication, cost, propagation delay,
power and throughput.
2 Conduct a literature survey of sensors used in real world wireless L1,L2
applications.
3 Demonstrate the simulation of WSN using the Network Simulators L1,L2,L3
(Contiki/ Tinker CAD/ Cup carbon etc).
4 Demonstrate and build the project successfully by utilizing hardware | L1,L2,L3
/software , sensors, controller, coding, emulating and testing.
5 Report and present the findings of the study conducted in the L1,L2,L3
preferred domain.
6 Demonstrate the ability to work in teams and manage the conduct of | L1,L2,L3
the research study.




Prerequisite: Computer Networks, Microprocessor Lab.

Hardware & Software requirements:

Hardware Specifications:

Software Specifications:

1.Laptop/ PC with minimum 2GB RAM and 500
GB Hard disk drive.

2. Sensors -DHT11/22, PIR, MQ2/MQ3, HC-
SR04, Moisture sensor , Image sensor, flow sensor,
capacitive RH sensor, proximity detector, Arduino
Uno/Mega board, RPi Board

3. Wireless Radio Modules- Bluetooth Module ,
Mobile Phone with Bluetooth antenna, Zigbee RF
module, GSM Module

4. Others-Breadboard, wires, power supplies, USB
cables, buzzers, LEDs, LCDs.

1. Windows or Linux Desktop OS
Arduino IDE

2.XCTU configuration and t
software

3. CupCarbon IOT sim
4. Tinkercad Simulati
5. Contiki/Cooja

Guidelines: A. Students should perform experig

DETAILED SYLLABUS:
Sr. No. Module LO
Mapping
0l Prerequisite 02
I Review of s communication | 02 LO1
E 802.15.1, IEEE
I dy ofvarious types of sensors and 02 LO2
splay devices , DHT11/22,HC-SR04,
FRC 522, PIR, MQ2/MQ3, HC-SRO04,
oisture sensor , Image sensor, flow
sensor, capacitive RH sensor, proximity
detector and demonstration of their
interfacing
using Arduino/ Raspberry pi.
Mini Project: Topic selection
I Wireless Installation and testing the simulation 02 LO3
Communication | tools
tools (eg.TinkerCad/Cupcarbon/ContikiCooja).
Mini Project: Topic validation and
finalizing software and Hardware
requirement.




v Implementation | Study of interfacing of Arduino/ 02 LO4

of Raspberry pi with Wireless Technologies
Wireless (eg. HC-05, XBee S2C by Digi, ESP
Technologies controller).

Mini Project: Hardware procurement

\ Remote Access | Study of interface using Mobile / Web to | 02 LO4
publish or remotely access the data on
the Internet.

Mini Project: Study of remote access
technologies with respect to the selecte
project.

LO4,L0O5

VI Mini Project Implementation of the Mini Prgje
' ,LO6

1. Design, configure, testin
Project.

2. Report submission
guidelines.

B. Mini project

1. Students should carry out hardwarg Ur students with a subject Incharge/ mini
project mentor associated with eag !

2. The group should meet wit g ing laRoratory hours and the progress of work discussed must be
documented.

3. Each group should perform a de !

4. Each group will identify the hardwarela gnt for their defined mini project problem statement.

5. Design, configurg Reir own Gircui .

5. Interface using@Vobi potely access the data on the Internet.

6. A detailed 3 i

7. Each grg i ct competitions and paper presentations

B. Documentatio e Mini Projec

The Mini Project Report'e
1. Abstract
2. Contents
3. List of figures and tables
4. Chapter-1 (Introduction, Literature survey, Problem definition, Objectives, Proposed Solution, Wireless Technology
used)

5. Chapter-2 (System design/Block diagram, Flow chart, Circuit/Interfacing diagram, Hardware and Software
requirements, cost estimation)

6. Chapter-3 (Implementation snapshots/figures with explanation, code, future directions)

7. Chapter-4 (Conclusion)

8. References

following lines:

Text Books:

1. Fundamentals of Sensor Network Programming: Applications and Technology, S.

Sitharama lyengar, Nandan Parameshwaran, Vir V. Phoha, N. Balakrishnan, Chuka D. Okoye, Wiley Publications.
2. ContikiCooja User Guide.



3. Sensor Technology Handbook, Jon S.Wilson

4. Wireless Sensor Networks-Technology, Protocols and Applications, KazemSohraby, Daniel

Minoli and TaiebZnati, Wiley Publications.

5. Sensor Technologies, Healthcare , Wellness and Environmental Applications, Micheal J McGrath and Cliodhna Ni
Scanaill

6. Building Wireless Sensor Networks, Robert Faludi, O’Reilly Publications.

Reference Books:
1. Internet of Things (A Hands-on-Approach) , Vijay Madisetti , ArshdeepBahga.

2. A comparative review of wireless sensor network mote technologies, IEEE paper 2009.

3.Adhoc& Sensor Networks Theory and Applications, Carlos de Morais Cordeiro,Dharma Prakash Agrawal, World
Scientific,2nd Edition.

Online References:

Sr. Website/Reference link
No.
1 https://www.digi.com/resources/documentation/digi
all_xctu.htm
2 https://www.arduino.cc/en/software
3 http://cupcarbon.com/
Term Work:

Term Work shall consist of Mini Project on above gt erm work must include at least 2
assignments and mini project report.
+ 5 Marks (Assignments) + 5 Marks
(Attendance)
ect and Presentation.

Oral Exam: An Oral exam w sed on the Mini



Teaching Scheme (Contact ) )
Hours) Credits Assigned
Course Code Course Name | Theory | Practical | Tutorial | Theory | Practical | Tutorial | Total
& Oral

loTL604 Web Lab - 2 - - -- 01

Course Code Course
Name
Theory Marks
Internal assessment
Avg. of 2 Total
Testl| Test2
Tests
loTL604 Web Lab
- -- 50

Lab Objectives:

Sr No

1 To familiarize with Open Source Tools for Wel ic Web

2 To familiarize with Prog ing. in TypeScript Applications.

3 G

4

5

6

Lab Outcome

Sr.
No.

Lab Outcomes

Cognitive Levels of
Attainment as per
Bloom’s Taxonomy

Upon Completion of the course the learner/student should be able to:

1 Understand open source tools for web analytics and semantic web apps | L1, L2
development and deployment.

2 Understand the basic concepts of TypeScript for designing web applications. | L1, L2, L3

3 Construct back-end applications using Node.js. L1, L2,L3

4 Construct back end applications using Express. L1, L2L3

5 Implement Single Page Applications using AngularJS Framework. L1, L2 L3




6 Develop REST web services using MongoDB. L1, L2, L3

Prerequisite: HTML5,CSS3 and Basics of JavaScript

Hardware & Software requirements:

Hardware Specifications Software Specifications

PC with following Configuration Angular IDE, Visual St
1. Intel Core i3/i5/i7 Python Editors, MyS
2.4 GB RAM JDK
3. 500 GB Hard disk

ode, Notepad++,
P, MongoDB,

DETAILED SYLLABUS:

Sr. Module Detailed Conte LO
No. 1" Mapping
I
Web Analytics & | Study Any 1 tool in ead 02 LO1
Semantic Web 1. Study web anal
I
the following 04 LO2
all code snippets for programs like Hello
alculator using TypeScript.
Inheritance example using TypeScript
Access Modifiers example using TypeScript
Building a Simple Website with TypeScript
Il | Node.js Perform Any 2 from the following 06 LO3
1. Build Hello World App in Node.js
2. Stream and Buffer in Node.js
3. Modules in Node.js( Networking, File system,
Web module)
IV | Express Perform Any 2 from the following 04 LO4
1. Configuring Express Settings and creating
Express application using request and response objects.




2. Build Express application by Sending and
Receiving Cookies.

3. Create an Express application to implement
Sessions.

V | AngularJs Perform Any 2 from the following 04 LOS
|.Create a simple HTML “Hello World” Project using
AngularJS Framework and apply ng-controller, ng-
model,expression and filters.

.Implement a single page web application using
AngularJS Framework including Services,
Events,Validations (Create functions and add events,
add HTML validators, using $valid property of
Angular, etc.)

.Create an application for like Students Record using

AngularJsS.
VI
MongoDB and Perform Any 2 from the following
Building REST 1. Connect MongoDB withNode.js an
API using operations.
MongoDB 2. Build a RESTful API using
3. Build a TypeScript REST A
Text Books:
1. Learning Node.js Development, Andrew Mead
2. John Hebeler, Matthew Fisher, Ryan Blace
Publishing, Inc, 1st Edition, 2009.
3. Boris Cherny, “Programmi
2019 Edition.

4.
S.

1.

2. ipt Quickly”, Manning Publications, 2020 Edition.
3 Dr. Deven net Programming”, StarEdu Solutions, 2019 Edition.
4 Ethan Brown, with Node and Express”,O’Reilly

Online Reference:

Sr. No. ebsite Name

1. https://www.w3schools.com/nodejs/

2. https://www.tutorialspoint.com/mongodb/index.htm
3. https://www.mongodb.com/basics

Term Work: Term Work shall consist of at least 10 to 12 practicals based on the above
list. Also Term work Journal must include at least 2 assignments.


https://www.mongodb.com/basics

Term Work Marks: 25 Marks (Total marks) = 15 Marks (Experiment) + 5 Marks
(Assignments) + 5 Marks (Attendance)

Oral Exam: An Oral exam will be held based on the above syllabus

Teaching Scheme i .
(Contact Hours) Credits Assigned
Course Course Name Theory | Practic | Tutorj Tutorial | Tota
Code al I |
loTL605 Embedded Mobile - 2 01
Application Development
Lab (SBL)
Course Course Name
Code
Theo rks
Internal assess
Total
Avg. : Oral
Test 2 of xam
Test:
I0TL605 | Embedded
Mobile
Application - - 25 25 50
De
SBL
Lab Object
Sr.No. | Lab Obijectives
The Lab aims:
1 To get familiar with'the basics of Flutter open-source Ul software development kit.
2 To get familiar With the basics of Dart programming language.
3 To acquire knowledge and skills for creation of embedded mobile application.
4 To gain ability to develop location aware embedded mobile application.
5 To explore Firebase- a cloud hosted NoSQL database.
6 To make students familiar with testing and publishing of embedded mobile applications.
Lab Outcomes:
Sr. No. Course Outcomes Cognitive levels of

attainment as per
Bloom’s Taxonomy




On successful completion, of course, learner/student will be able to:

1 Develop basic embedded mobile application using Dart. L1,L2,L3

2 Develop basic embedded mobile application using Flutter. L1,L2,L3

3 Develop advanced embedded mobile application using Dart and Flutter. L1,L2,L3

4 Developed the feature for embedded mobile application to track the L1,L2,L3,L4
location of object GPS and Google map.

5 Demonstrate database connectivity for cloud hosted database. L1,L2,L3,L4,L5

6 Demonstrate the ability to test and publish embedded mobile application. L1,L2,L3,L4,L5L6

Prerequisite:

1. Python programming

2. C programing language
3. Computer Networks

Hardware & Software Requirements:

Hardware Requirement:

PC i3 processor and above

IoT Sensor and Kit with
Wifi/Bluetooth support

Software requirement:

JDK 8 and above, Android studi

Internet Connecti

DETAILED SYLLABUS:

Sr. Module LO
No. Mapping
0 | Prerequisite 02
I Dart 05 LO1, LO2
I Flutter gtter, installation, creating 05 LO1,LO2
er application using android app,
application
Il | Flutter Widgets dgets Fundamentals, Navigation and 05 LO3
and visual effects i@, Visual, Behavioral, and Motion-Rich
implementing Material Design
IV | Location-Aware Location-Aware Apps: Using GPS and Google 03 LO5,L06
Apps: Maps
Vv Firebase Environment setup, data, array, write data, 03 LO5,L0O6
read data, queries and filtering data
VI | App Testing & Types of Testing, Steps involed in testing , 03 LO4,LO5,
Publishing example of testing , L06
Deployment tools.

Text & Reference Books:




1.

2.

Flutter for Beginners: An introductory guide to building cross-platform mobile applications with Flutter
and Dart 2 by Alessandro Biessek

Flutter Projects: A practical, project-based guide to building real-world cross-platform mobile applications
and games Paperback — Import, 7 April 2020 by Simone Alessandria

Online References:

1.
2.
3.

https://docs.flutter.dev/reference/tutorials
https://www.tutorialspoint.com/flutter/index.htm
https://flutter.dev/docs/get-started/install

List of Experiments.

Basics of flutter five experiments
1.

2
3
4.
5

Using flutter (cross platform 3

Introduction to Dart Programming

Write a program to explore Widgets, Layo estures and State
Writing Android Specific Code
Write a program to explore Packages and Databas

Write a program for Accessing REST API, Interng ion'a oyment of application

ations) i :ment any five @xperiments from given list

1. Using mobile app contro

2. GPS coording

3.

4.

5. emperature measurement LM_35 sensor and display it in the mobile
app in the form

6. om using humidity measurement SY_HS 220 sensor and display it in the mobile
app in the form of a grap ay to show temperature changes every after one hr

7. Install a motion sensoron the door and track movement when door is open send alarm should to raise on phone

Note: Use Flutter for mobile application development and Bluetooth or Wi-Fi for IOT sensors communication

Term Work: Term Work shall consist of at least 10 to 12 practicals based on the above
list. Also Term work Journal must include at least 2 assignments.

Term Work Marks: 25 Marks (Total marks) = 15 Marks (Experiment) + 5 Marks
(Assignments) + 5 Marks (Attendance)

Oral Exam: An Oral exam will be held based on the above syllabus


https://www.amazon.in/Alessandro-Biessek/e/B07XJZMLMF/ref=dp_byline_cont_book_1
https://www.amazon.in/Simone-Alessandria/e/B0881XWBLT/ref=dp_byline_cont_book_1

Teaching Scheme

Cradits Assigned

Course Code Course (Contact Hours)
Name Theory | Practical | Tutori eory | Practical | Tutorial | Total
loTM601 Mini Project | -- - -- 02 -- 02
2B loT &
Mobile App
Based.
Examination Schem
Course Course amination Scheme
Code Name.
Term Work | Pract. /Oral Total
loTM601
25 25 50

2. To familiarize the proce
3. To acquaint with the prog

olving the problem in a group.
s of applying basic engineering fundamentals to attempt solutions to the problems.

4. To inculcate the process of self-learning and research.

Course Outcome: Learner will be able to...
1. ldentify problems based on societal /research needs.

N A WD

Apply Knowledge and skill to solve societal problems in a group.
Develop interpersonal skills to work as member of a group or leader.
Draw the proper inferences from available results through theoretical/ experimental/simulations.
Analyse the impact of solutions in societal and environmental context for sustainable development.
Use standard norms of engineering practices
Excel in written and oral communication.
Demonstrate capabilities of self-learning in a group, which leads to life long learning.




9. Demonstrate project management principles during project work.

Guidelines for Mini Project

Students shall form a group of 3 to 4 students, while forming a group shall not be allowed less than three
or more than four students, as it is a group activity.

Students should do survey and identify needs, which shall be converted into problem statement for mini
project in consultation with faculty supervisor/head of department/internal committee of faculties.
Students hall submit implementation plan in the form of Gantt/PERT/CPM chart, which will cover weekly
activity of mini project.

A log book to be prepared by each group, wherein group can record weekly work progress,
guide/supervisor can verify and record notes/comments.

Faculty supervisor may give inputs to students during mini project acti i
learning.

Students in a group shall understand problem effectively, propos
solution in consultation with guide/ supervisor.

ever, focus shall be on self-

olution and select best possible

Students shall convert the best solution into working m onents of their domain
areas and demonstrate.
The solution to be validated with proper justificati i ard format of
University of Mumbai.

With the focus on the self-learning, innovation, addressi lems and entrepreneurship quality
development within the students through the Mini Proj t is preferable that a single project of
appropriate level and quality to be carrie i Il the groups of the students. i.e. Mini
Project 1 in semester 11l and IV. Similarl j

proposed Mini Project adhering to the qualitatiie aspe ove gets completed in odd semester,
of the Mini Project with suitable
improvements/modifi project i even semester. This policy can be adopted

in group activity, their understanding and response to questions.
k marks for both semesters shall be as below;
o rded by guide/supervisor based on log book : 10
o Marl ded by review committee - 10
o Qualityof Project report : 05
Review/progress monitoring committee may consider following points for
assessment based on either one year or half year project as mentioned in
general guidelines.
One-year project:
e In first semester entire theoretical solution shall be ready, including components/system selection
and cost analysis. Two reviews will be conducted based on presentation given by students group.
= First shall be for finalisation of problem
= Second shall be on finalisation of proposed solution of problem.
e In second semester expected work shall be procurement of component’s/systems, building of
working prototype, testing and validation of results based on work completed in an earlier semester.
= First review is based on readiness of building working prototype to be conducted.



Guidelines fo rojectPractical/Oral Examination:

= Second review shall be based on poster presentation cum demonstration of working model
in last month of the said semester.

Half-year project:
¢ In this case in one semester students’ group shall complete project in all aspects including,
o ldentification of need/problem
o Proposed final solution
o Procurement of components/systems
o Building prototype and testing
e Two reviews will be conducted for continuous assessment,
= First shall be for finalisation of problem and proposed sol
= Second shall be for implementation and testing of solutj

Assessment criteria of Mini Project.

Mini Project shall be assessed based on followi
Quality of survey/ need identification
Clarity of Problem definition based
Innovativeness in solutions
Feasibility of proposed problem solut
Cost effectiveness
Societal impact
Innovativeness
Cost effectiveness and So@
Full functioning of working
. Effective use of skill sets

=

©ooN A WD

P
= O

[EEN
N

e Report shot er the guidelines issued by the University of Mumbai.
e Mini Project ad'through a presentation and demonstration of working model by the student

organisations having
e Students shall be mag

2rience of more than five years approved by head of Institution.
ated to publish a paper based on the work in Conferences/students competitions.

Mini Project shall be assessed based on following points;

Quality of problem and Clarity

Innovativeness in solutions

Cost effectiveness and Societal impact

Full functioning of working model as per stated requirements
Effective use of skill sets

Effective use of standard engineering norms

Contribution of an individual’s as member or leader

Clarity in written and oral communication
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Course Code | Course Theory | Practical Total
Name
IoTDLO6011 | Enterprise 04 - 04
Network
Design
amination
Scheme
Course Code - Practical/Oral
erm
Total
End Work
Sem.
two Tests Exam
Enterprise
etwork 20 80 . . 100
gn - -
Course Objectives:
Sr.No. | Course Objectives
The course aims:
1 To be familiarized with the methodologies and approaches of the network design for an enterprise network.

To understand the network hierarchy and use modular approach to network design for an enterprise network.

To understand the campus design and data center design considerations for designing an enterprise campus.

To study Enterprise Edge WAN Technologies and design a WAN using them.

Designing an IP addressing plan and selecting a Route protocol for an enterprise network.

(U WIN

To design enterprise network for given user requirements in an application.




Course Outcomes:

Sr. No.

Course Outcomes

Cognitive levels of
attainment as per
Bloom’s Taxonomy

On successful completion, of course, learner/student will be able to:

1 Understand the customer requirements and Apply a Methodology to design a L1,L2,L3
Network.
2 Structure and Modularize the design for an enterprise network. L6
3 Design Basic Campus and Data Center for an enterprise network. L6
4 Design Remote Connectivity for an enterprise network. L6
5 Design IP Addressing and Select suitable Routing Protocols for an enterprise L6
network.
6 Explain SDN and its functioning. L4,L5
Pre-requisite: Computer Networks
DETAIL SYLLABUS:
Sr. Module Detailed (6{0)
No. Mapping
0 Pre-requisite 1.
02
! Applying a co1
Network  Design
i Customer
Existing
sing the Top- Down
06
ng Topics: Study the basic concepts
of Topsdown network design approach with real
Network Hierarchy, Using a CcOo2
Modular Approach to Network Design, Services
Within Modular Networks, Network 05
Management Protocol: SNMP.
Self-Learning Topics: Study different type of
NMP protocols.
Il Designing Basic Campus Design Considerations, COo3
Campus and Data Enterprise Campus Design, Enterprise Data
Center Networks Center Design Considerations.
Self-Learning Topics: Real time case study on 06
Enterprise Data Center.




Oppenheimer

Online References:

Assessment:

WWW.CISCO.com

v Designing Remote Enterprise Edge WAN CO4
Connectivity Technologies, WAN Transport Technologies,
WAN Design, Using WAN Technologies,
Enterprise  Edge  WAN and MAN 06
Considerations,  Enterprise ~ Branch  and
Teleworker Design
. Self-Learning Topics: Case study on WAN
design.
\Y Designing IP Designing an IP Addressing Plan, CO5
Addressing in the | Introduction to IPv6, Routing Protocol Features,
Network and | Routing Protocols for the Enterprise, Rou 10
Selecting Routing Protocol Deployment, Route Redistri
Protocols o .
Route Filtering, Route Summarizatio
Self-Learning Topics:
routing protocols for Enter
Vi Software Defined Understanding SDN and CO6
Network Flow : SDN Architecture —
Switch, Sy
messages, |
OpenFlow co

k Design (Networking Technology) 3rd Edition, Priscilla
isco Press Book
Network Planning and Design Guide Paperback — 2000,Shaun Hummel

https://buildings.honeywell.com

Internal Assessment (1A) for 20 marks:



http://www.cisco.com/
https://buildings.honeywell.com/

e 1A will consist of Two Compulsory Internal Assessment Tests. Approximately 40% to 50% of
syllabus content must be covered in First A Test and remaining 40% to 50% of syllabus content
must be covered in Second |A Test

» Question paper format

e Question Paper will comprise of a total of six questions each carrying 20 marksQ.1 will be
compulsory and should cover maximum contents of the syllabus

e Remaining questions will be mixed in nature (part (a) and part (b) of each question must be
from different modules. For example, if Q.2 has part (a) from Module 3 then part (b) must be
from any other Module randomly selected from all the modules)

e Atotal of four questions need to be answered.

Course Code | Course Name Theory | Pract torial | The Practical/ | Tutorial | Total
Oral
IoTDLO6012 Blockchain 03 - - - -- 03
Technology
Course Code Cour L
Name xamination Scheme
ar
nal as End Term .
), s Avg. of 2| Sem. | Work Practical | Oral Total
Tests Exam
loTDLQ6( Blockchain
Technology 20 80 - - - 100

Course Objectives:

Sr.No

Course Objectives

To get acquainted with the concept of Distributed ledger system and Blockchain.

To learn the concepts of consensus and mining in Blockchain through the Bitcoin network.

To understand Ethereum and develop-deploy smart contracts using different tools and frameworks.

To understand permissioned Blockchain and explore Hyperledger Fabric.

To understand different types of crypto assets.

OO IW|IN|F

To apply Blockchain for different domains 10T, Al and Cyber Security.

Course Outcomes:

Sr. No.

Course Outcomes

Cognitive levels of
attainment as per




| | Bloom’s Taxonomy
On successful completion, of course, learner/student will be able to:
1 Describe the basic concept of Blockchain and Distributed Ledger Technology. L1,L2
2 Interpret the knowledge of the Bitcoin network, nodes, keys, wallets and | L1,L.2,L.3
transactions
3 Implement smart contracts in Ethereum using different development frameworks. | L1,L.2,L3
4 Develop applications in permissioned Hyperledger Fabric network. L1,L2,L3
5 Interpret different Crypto assets and Crypto currencies L1,L2,L3
6 Analyze the use of Blockchain with Al, 10T and Cyber Security using case studies. | L4,
Prerequisite: Cryptography and Distributed Systems
DETAILED SYLLABUS:
Sr. Module Detailed Content Hours CcoO
No. Mapping
0 Cryptography and Hash functions, Public — Private key, , ECC, 02 —
Distributed Systems | Digital signatures, Fundamental epts of Distributed
(prerequisite) systems
I Introduction to DLT | Distributed Ledger Technol LTs) Inteduction, co1
and Blockchain Types of Blockchains
Blockchain: Origin, Phases, Comp
Block in a Blockchain: Structure of a Block
Header Hash and Bleck Height, The Gen ock,
Linking Blocks in chaln Merkle
Self-learning Topic Demo
I Consensus and What is Bitcoin and t itcoin, Bitco 08 Cco2
Mining Transactions, Bitcoin esses and
i ansactions
Peer Network Architecture
e based Engineering,
itcoin Relay Networks,
ent Verification (SPV)
odes and Privacy, Transaction Pools,
cs: Study and compare different
Il | Permissio ents, Architecture of Ethereum, Miner and 10 Co3
Blockchain: node, Ethereum virtual machine, Ether, Gas,
Ethereum ictions, Accounts, Patricia Merkle Tree, Swarm
per and IPFS, Ethash, End to end transaction in
ereum,
Smart Contracts: Smart Contract programming using
solidity, Metamask (Ethereum Wallet), Setting up
development environment, Use cases of Smart Contract,
Smart Contracts: Opportunities and Risk.
Smart Contract Deployment: Introduction to Truffle,
Use of Remix and test networks for deployment
Self-learning Topics: Smart contract development using
Java or Python
v Permissioned Introduction to Framework, Tools and Architecture of 07 CoO4
Blockchain : Hyperledger Fabric Blockchain.
Hyperledger Fabric | Components: Certificate Authority, Nodes, Chain codes,
Channels, Consensus: Solo, Kafka, RAFT
Designing Hyperledger Blockchain




Self-learning Topics: Fundamentals of Hyperledger

Composer
V | Crypto assets and ERC20 and ERC721 Tokens, comparison between 04 CO5
Cryptocurrencies ERC20 & ERC721, ICO, STO, Different Crypto
currencies

Self-learning Topics: Defi, Metaverse, Types of
cryptocurrencies

VI | Blockchain Blockchain in 10T, Al , Cyber Security 04 CO6
Applications & case | Self-learning Topics: Applications of Blockchain in
studies various domains Education, Energy, Healthcare, real-

estate, logistics, supply chain

Text Books:
1. “Mastering Bitcoin, PROGRAMMING THE OPEN BLOCKCHAIN”, 2nd

June 2017, Publisher(s): O'Reilly Media, Inc. ISBN: 9781491954386.
2. Mastering Ethereum, Building Smart Contract and Dapps, Andreas ulos Dr. Gavin Wood, O'reilly.
3. Blockchain Technology, Chandramouli Subramanian, Asha A Ge i . A and Meena Karthikeyen,

y Andreas M. Antonopoulos,

Universities press.

4. Hyperledger Fabric In-Depth: Learn, Build and Deploy icati ing Hyperledger Fabric,
Ashwani Kumar, BPB publications

5. Solidity Programming Essentials: A beginner's Guide lockchain, Ritesh

Modi, Packt publication
6. Cryptoassets: The Innovative Investor’s Guide to Bitcoin and

Reference:
1. L locking Digital Cryptocurrencies,
2.
3 urrencies and the Technology that Powers
4.

2.

3.

4,

5.

6. https://hyperledger-fak

7. Blockchain demo: httpsi//andersbrownworth.com/blockchain/

8. Blockchain Demo: Public / Private Keys & Signing: https://andersbrownworth.com/blockchain/public-private-keys/
Assessment:

Internal Assessment (1A) for 20 marks:
¢ 1A will consist of Two Compulsory Internal Assessment Tests. Approximately 40% to 50% of
syllabus content must be covered in First 1A Test and remaining 40% to 50% of syllabus content
must be covered in Second IA Test

» Question paper format



e Question Paper will comprise of a total of six questions each carrying 20 marksQ.1 will be

compulsory and should cover maximum contents of the syllabus

¢ Remaining questions will be mixed in nature (part (a) and part (b) of each question must be
from different modules. For example, if Q.2 has part (a) from Module 3 then part (b) must be
from any other Module randomly selected from all the modules)

e Atotal of four questions need to be answered.

Course Code Tutorial | Theory | Practical/ | Tutorial | Total
Oral
loTDLO6013 03 - - 03
Course Examination Scheme
Code
Theory Marks
Internal assessment End Term .
outt] Teut2 Avg. of 2 | Sem. | Work Practical | Oral Total
Tests Exam
IoTDLO6013 | Interfacing
Programming
with 10T
Gateway & 20 20 20 80 - - -
Middleware
Technologies

Course Objectives:

Sr.No. |

Course Obijectives

The course aims:




Understand and analyze the basics of Arduino and Raspberry Pi.

Define and understand architecture of 10T Gateway and Middleware Technologies.

Study of M2M interaction and Arduino based web communication.

Describe networking with RESTful API’s.

Study and analyze various IoT protocols and 10T interactions.

OUIRIWINF

Design 10T based applications like automated light controllers, sprinkler controllers.

Course Outcomes:

Sr. No.

Course Outcomes

Cognitive levels of
attainment as per
Bloom’s Taxonomy

On successful completion, of course, learner/student will be able to:

and design the web-based client.

1 Explain and design loT based interfacing using Arduino and Raspbe . L1,L2

2 Describe and apply the knowledge of 10T gateway and configuri elf-signed | L1,L2
certificate.

3 Apply the design considerations and requirements of 10T mi L1,L2,L3

4 Understand the basics of microservices framework and L1,L2

5 Understand the various types of 10T interactions and L1,L2
design automated controllers.

6 Apply concepts like networking with loT proto

Prerequisite: Basics of Internet of Things (IoT), Wireless technolo

DETAILED SYLLABUS:

Sr.
No.

Module

Hours

CO
Mapping

02

and Raspbian on SD card, Libraries on Raspberry
g static IP address of Raspberry Pi, Installing
Desktop Server, Pi camera installation- Face

gSpeak server.
Self-learning Topics: Study of Odroid, UDOO Bolt and
Nvidia Jetson. To study ThingSpeak server in detail.

06

Co1

I IOT Gateways Overview and architecture of IOT Gateway, Functions of

IOT Gateway, Examples and types of Gateways in IoT.
Configuring Gateway and Gateway certificate. User
interface- configuring an Agent. Configuring a self-signed
certificate.

Self-learning Topics: Study of different 10T Gateway
devices and their features.

06

CO2

11| 1oT Middleware Middleware architecture, loT middleware design

considerations and requirements. Resource discovery
and management. Data management, context
awareness, and event management. The service-

06

CO3




oriented middleware (SOM). Agent-based middleware.
Interfacing with Web services. Introduction to Temboo
platform, Tweeting from an Arduino board.
Automation with IFTTT, sending push and text
message notifications.

Self-learning Topics: Study of recent l1oT middleware
protocols like Redhat JBoss, Oracle Fusion Middleware and
WSO?2 Carbon

IV | Networking with Introduction to Flask microservices framework, creating 06 CO4
RESTful APIsand | a RESTful APIs service with Flask-RESTful.
Web Sockets Introduction to PWM, adding a RESTful APIs client web

page. Creating a Web Socket Service with Flask-Socket
10. Comparing the RESTful API and Web
Servers.

Self-learning Topics: Study of different RE
its design patterns.
V | Machine to Machine | Introduction and types of 10T interactio 07 CO5
Interaction with IFTTT, M2M Alarm syste
controller, sprinkler controller.
page, sending data to the clou

computing using loT. Case stud
applications on cloud platform.
Introduction to

VI | Networking with 06 CO6

MQTT
Text Books:
1.
2.

2. Delicato Flavia C, “Middleware Solutions for the Internet of Things” Springer Paperback.

Online References: Y

https://www.coursera.org/learn/raspberry-pi-interface
https:// www.classcentral.com/course/arduino-platform-4206

Assessment:
Internal Assessment (1A) for 20 marks:
¢ 1A will consist of Two Compulsory Internal Assessment Tests. Approximately 40% to 50% of
syllabus content must be covered in First 1A Test and remaining 40% to 50% of syllabus content
must be covered in Second IA Test

» Question paper format



e Question Paper will comprise of a total of six questions each carrying 20 marksQ.1 will be
compulsory and should cover maximum contents of the syllabus

¢ Remaining questions will be mixed in nature (part (a) and part (b) of each question must be
from different modules. For example, if Q.2 has part (a) from Module 3 then part (b) must be

from any other Module randomly selected from all the modules)

e Atotal of four questions need to be answered.

Course Code Course Practical utorial | Theory | Practical/ | Tutorial | Total
Name Oral
l0TDLO6014 - 03 - -- 03
Cou
course urse Name Examination Scheme
Theory Marks
ternal assessment End | Term .
et 2 Avg. of 2 sem. | Work Practical | Oral Total
Tests Exam
10TDLO6014 | Cloud
Computing 20 20 20 80 - - - 100
and Services
Course Objectives:
Sr.No. | Course Objectives
The course aims:
1 Basics of cloud computing and its difference with respect to other types of computing’s
2 Understand the meaning and the need for having virtualization.
3 Identify the different types of services offered by cloud.
4 Understand the administration and management of cloud services.




5 Identify the various types of securities that can be applied to the cloud.

6 Understand the current and the emerging trends in cloud computing.

Course Outcomes:

Sr. No.

Course Outcomes

Cognitive levels of
attainment as per
Bloom’s Taxonomy

On successful completion, of course, learner/student will be able to:

new trends.

1 Differentiate between different cloud computing models. L1,L2,L3
2 Implement the virtualization type as per the needs. L1,L2,L3
3 Select the required cloud service as per the requirements. L1,L2

4 Apply management strategies for cloud computing applications. L1,L2,L3
5 Decide and apply the security measures in cloud computing. L1,L2,L3
6 Understand current trends and apply their knowledge for the deve, entofthe |L1,L2,L3

Prerequisite: Computer Networks

DETAILED SYLLABUS:

Sr.
No.

Module

CO
Mapping

Prerequisites

Introduction to
Cloud Computing

02 --

U
of cloud caq

08 Co1

lization, Hypervisor and its types,
, Full virtualization, Implementation
jrtualization, Virtualization and cloud

Self-learning Topics:

Datacenter virtualization, Storage virtualization, Sensor
virtualization.

Physical machine to virtual machine conversion

06 CO2

Cloud Computing
services

Primary services with its layered representation, Secondary
services such as Security as a Service, Identity management as
a Service, Database as a Service, Storage as a Service,
Collaboration as a Service, Compliance as a Service,
Monitoring as a Service, Communication as a Service, Network
as a service. Application as a service, Integration as service,
Disaster recovery as a service, Analytics as a service and
Backup as a service

06 CO3




Self-learning Topics:
Paas Previders; and Saas providers, comparison of all the
service providers

IV | Cloud Open stack cloud architecture, its features, Components and 06 CO4
implementation and | modes of operations.
Management AAA Model, Cloud API.

Disaster management and Capacity planning.

SMB: problems of SMB in cloud adoption, Public cloud
adoption phases for SMB, Cloud vendors and cloud providers
roles and responsibilities

Self-learning Topics:
Cloud service management

V | Cloud Security Host security (laas, Paas, Saas), Data securi 06 CO5
and types), Application security, Inform
Risk, attacks and vulnerabilities in cl

reasons and types of risk, types of ilities, soluti

for risk and vulnerability

Self-learning Topics:
Secured cloud software testing,
Legal matters in cloud security

VI | Trends in Cloud Mobile cloud comp Need of Mobile ¢ 05 CO6
computing its components,
of mobile cloud
g party cloud
Text Books:
1. Cloud comp
2. Cloud Cog gannath kallakurchi, Donald J Houde, Dr Deven Shah

References Books:

1. Mastering cloud computing ByyRajkumar Bhuyya, Christian Vecchiola, S. thamarai selvi
2. Cloud Computing by Dr Kusfiar Saurabh

Online References:

1. https://www.tutorialspoint.com/cloud computing/cloud computing security.htm
2. https://aws.amazon.com/

3. https://nptel.ac.in/

Assessment:
Internal Assessment (1A) for 20 marks:


https://www.tutorialspoint.com/cloud_computing/cloud_computing_security.htm
https://aws.amazon.com/

e 1A will consist of Two Compulsory Internal Assessment Tests. Approximately 40% to 50% of
syllabus content must be covered in First A Test and remaining 40% to 50% of syllabus content
must be covered in Second IA Test

» Question paper format

e Question Paper will comprise of a total of six questions each carrying 20 marksQ.1 will be
compulsory and should cover maximum contents of the syllabus

e Remaining questions will be mixed in nature (part (a) and part (b) of each question must be
from different modules. For example, if Q.2 has part (a) from Module 3 then part (b) must be
from any other Module randomly selected from all the modules)

e Atotal of four questions need to be answered.





